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SECURE PORTABLE MEDICAL 
INFORMATION SYSTEM AND METHODS 

RELATED THERETO 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This non-provisional application claims a bene?t of prior 
ity of the provisional patent application Ser. No. 61/422,103, 
titled “Secure Portable Medical Information Access System 
and Method” and ?led Dec. 10, 2010, the disclosure of which 
is incorporated herein by reference in its entirety. 

BACKGROUND 

1. Field 
This disclosure relates to devices, systems, and secure 

methods of distributing private medical information among 
doctors, patients, imaging centers, medical centers, treatment 
centers, and hospitals, and more speci?cally, distribution of 
medical images to consulting physicians. 

2. Description of the Related Art 
Hospitals and doctors’ of?ces are the stewards of private 

patient medical information. Every time a patient visits a 
doctor, clinic or hospital, their private personal and medical 
information is recorded. The personal and medical informa 
tion is stored in hospital databases, which can consist of 
picture archiving and communication systems (“PACS”), 
relational databases, content addressable storage systems, 
and computer ?les, among other storage methods. 
Under certain likely scenarios, this personal and medical 

information must be accessible by medical personnel outside 
of the doctor’s of?ce or hospital. It is not uncommon for a 
hospital to seek outside expert doctors to consult on interpret 
ing lab results and medical images to improve chances of 
diagnosis. These outside doctors require access to the medical 
information databases inside the doctor’s of?ces and hospi 
tals to make their diagnosis and perform their job. Similarly, 
a patient may seek an outside doctor’ s advice herself, either to 
see a specialist in a ?eld, or to get a second opinion. 
One option is to grant electronic access to the patient’s 

information, but current hospital access systems have a num 
ber of issues. Hospitals are reluctant to grant access to their 
databases to outside doctors automatically, and often require 
that even internal doctors ?ll out paperwork, apply for access, 
and wait long periods before access is available. Further, 
many medical facilities require their doctors to remember and 
type into their computer complicated Uniform Resource 
Locator (URL) strings. Moreover, there is a lack of seamless 
access to the medical information held or controlled by a 

doctor, clinic, hospital, a third-party imaging center, or in any 
cloud-based medical data repository (collectively referred to 
as “MDRs”). MDRs are reluctant to provide seamless access 
to client entities for several reasons. 
One reason MDRs are reluctant to provide seamless access 

to client entities is that MDRs contain private personal infor 
mation. Unless an MDR restricts access to this information, 
the unauthorized release of a person’s medical history and 
images could violate the patient’s privacy and cause severe 
embarrassment. Thus, MDRs restrict access to a patient’s 
medical records to small set of users, and carefully scrutinize 
any users applying for access to the information. 

Another issue is that MDRs must comply with all current 
and future health information laws and regulations. One such 
federal regulation scheme is the Health Insurance Portability 
and Accountability Act (HIPAA) which regulates the use and 
disclosure of Protected Health Information. The regulations 
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2 
may require any access to equipment containing health infor 
mation to be carefully controlled and monitored. Access to 
hardware and software must be limited to properly authorized 
individuals in some cases. HIPAA also may require authen 
tication of any entity that communicates with an MDR, such 
as authentication through the use of corroborating password 
systems, two or three-way handshakes, telephone callback 
procedures, and token systems. HIPAA also seeks to ensure 
that the data within an MDR’s systems have not been altered 
or accessed in an unauthorized manner. Any violation of 
HIPAA can result in an investigation by federal authorities 
and civil money penalties. 

Thus, MDRs are reluctant to grant access to their electronic 
records. An outside doctor who requires access to patient 
medical information databases inside an MDR must often 
wait for months or years while an investigation occurs and 
clearance procedures are performed. Consequently, many 
outside doctors avoid applying for direct access to hospital 
databases, and instead seek other methods of access to their 
patient’s medical information. 
Some doctors seek a physical delivery of electronic records 

to their of?ces for evaluation. These electronic records are 
often transported on a CD-ROM, DVD, or other portable 
storage media such as a USB key, memory card or stick, ?ash 
drive, thumb drive, optical disc, or portable disk drive. Either 
the patient requests the records from their MDR and supplies 
them for the doctor, or the doctor can acquire the portable 
media directly from the MDR. The doctor then can load the 
images from the portable media onto his local computer and 
use them for diagnosis. 

There are numerous problems with accessing the medical 
information in this manner. Portable media has limited stor 
age capacity, and the size of medical records and medical 
images have grown substantially. For example, image formats 
often are comprised of multiple 2D slice images to create a 3D 
image, growing an image ?les size. Further, if the images 
contain fourth dimension time information, the ?le sizes can 
grow rapidly. Thus, the larger hi-tech medical images may not 
be able to be transported by portable media, or would require 
additional portable media that consumes additional time, 
cost, and effort to create. Further, portable media is often 
accessed at a slow rate compared to permanent media such as 
a hard drive. Thus, it may take a while for the media to load on 
the doctor’s computer. 
A doctor might also try to access a patient’s medical infor 

mation through an electronic network such as the Internet. 
For example, an MDR may give out a speci?c URL for a 
doctor to use to gain access. However, because HIPAA and 
other laws and regulations may prohibit the sending of a URL 
that grants access to medical information through email or 
another near-instant electronic communication method due to 
the lack of data security, a long URL must be communicated 
to the doctor by voice or printout. A URL string is usually 
very long, and thus it takes a signi?cant amount of time for the 
doctor to enter and manually type such a URL into his web 
browser. Further, human copying and manual data entry 
increases the chance to transpose characters or create errors in 
the URL that prevent access to the data and create user frus 
tration. 

Thus, a method of access that is responsive to the needs of 
security, health information laws and regulations, and ease of 
access is desired. These and other problems are addressed by 
the embodiments described below. 

SUMMARY 

For purposes of this summary, certain aspects, advantages, 
and novel features of the invention are described herein. It is 
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to be understood that not necessarily all such advantages may 
be achieved in accordance with any particular embodiment of 
the invention. Thus, for example, those skilled in the art will 
recognize that the invention may be embodied or carried out 
in a manner that achieves one advantage or group of advan 
tages as taught herein without necessarily achieving other 
advantages as may be taught or suggested herein. 

Embodiments of the apparatus, systems, methods, kits, 
computer readable media, and devices described below over 
come problems of the prior art and enable secure, portable, 
seamless access to a patient’s personal and medical informa 
tion. 
A secure portable reference to individual patient medical 

data provides a compact, secure, seamless method for a per 
son or entity, including patients or doctors, to access online 
personal and medical information. The secure portable refer 
ence may be a data format and network access device embod 

ied in various methods, apparatus, devices, computer read 
able media, or kits. For example, in one embodiment, when a 
patient or doctor requires online access to medical informa 
tion held or controlled by an MDR, the MDR provides an 
encrypted set of data including a link URL, an identi?cation 
number for the patient, a hospital identi?er, a timestamp, and 
records this information into a ?le or ?les on a portable 
storage media or device, such as a USB thumb drive. The 
secure portable reference may also be transmitted via email to 
the patient or doctor, for example as an attachment to the 
email or within the body of the email itself. The secure por 
table reference may also be in the form of a bar code. Also 
included on the portable storage media or device is a linking 
module similar to a web-browser, and a security program that 
can decrypt the reference set of data. In this embodiment, the 
entire set of data on the portable storage media or device is 
called a secure portable reference. 

The encrypted data is encrypted using a personal identi? 
cation number (PIN) told to or selected by the patient or 
doctor. By entering the PIN, the security module can decrypt 
the encrypted portion of the secure portable reference and 
make it accessible by the linking module. 

After decryption, the linking module, which runs on a 
client computing device, then opens the link URL in the 
reference set of data, and requests the MDR website or Inter 
net resource contained within the URL. The website then 
authenticates the patient or doctor by having the user enter 
their PIN. If the PIN matches the data stored by the MDR, the 
website allows access to the medical records. The medical 
records, along with an optional imaging viewing program, are 
then downloaded by the user to the client computer for con 
sumption. 

These and other features and advantages of the devices, 
systems, and methods for a secure portable reference will 
become apparent from the following description of embodi 
ments. Neither this summary nor the following detailed 
description purports to de?ne all possible embodiments. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing and other features, aspects and advantages 
of the present invention are described in detail below with 
reference to the drawings of various embodiments, which are 
intended to illustrate and not to limit the invention. The draw 
ings comprise the following ?gures. 

FIG. 1 illustrates an abstract representation of the exem 
plary creation process of a secure portable reference to indi 
vidual patient medical data. 

FIG. 2 is a block diagram representing exemplary compo 
nent parts of a secure portable reference to medical data. 
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4 
FIG. 3 is a block diagram representing exemplary compo 

nent parts required for using a secure portable reference to 
access medical data. 

FIG. 4 is a ?ow diagram representing an exemplary process 
for access control to medical information using a secure por 
table reference. 

FIG. 5 is a ?ow diagram representing an exemplary process 
for a client or browsing device to access medical data using a 
secure portable reference. 

FIG. 6 is a ?ow diagram representing an exemplary process 
for an application server to enable access to medical data 
using a secure portable reference. 

FIG. 7 is a ?ow diagram representing an exemplary process 
for a database server to enable access to medical data using a 
secure portable reference 

FIG. 8 is a block diagram representing exemplary database 
components used for secure access to a patient’s medical 
information. 

FIG. 9 is an illustrative user interface displaying informa 
tion for use in accessing medical data using a secure portable 
reference. 

FIG. 10 is a block diagram depicting one embodiment of a 
computer hardware system con?gured to run software for 
implementing one or more embodiments of the secure por 
table reference and models described herein. 

FIG. 11 illustrates one example of architecture for encryp 
tion, in accordance with one embodiment of the invention. 

DETAILED DESCRIPTION 

Although several embodiments, examples and illustrations 
are disclosed below, it will be understood by those of ordinary 
skill in the art that the invention described herein extends 
beyond the speci?cally disclosed embodiments, examples 
and illustrations and includes other uses of the invention and 
obvious modi?cations and equivalents thereof. Embodiments 
of the invention are described with reference to the accompa 
nying ?gures, wherein like numerals refer to like elements 
throughout. The terminology used in the description pre 
sented herein is not intended to be interpreted in any limited 
or restrictive manner simply because it is being used in con 
junction with a detailed description of certain speci?c 
embodiments of the invention. In addition, embodiments of 
the invention can comprise several novel features and no 
single feature is solely responsible for its desirable attributes 
or is essential to practicing the inventions herein described. 

In the following detailed description, references are made 
to the accompanying drawings that illustrate speci?c embodi 
ments in which embodiments may be practiced. Electrical, 
mechanical, programmatic and structural changes may be 
made to the embodiments without departing from the spirit 
and scope of the disclosure. 

Unless indicated otherwise, terms as used herein will be 
understood to imply their customary and ordinary meaning. 
Personal information is a broad term and is to be given its 
ordinary and customary meaning to a person of ordinary skill 
in the art (i.e., it is not to be limited to a special or customized 
meaning) and includes, without limitation, Social Security 
Number, address, phone number, email address, credit card 
numbers, bank accounts, and medical bills, and further would 
include identifying and person information relating to a par 
ticular person. 
PIN is a broad term and is to be given its ordinary and 

customary meaning to a person of ordinary skill in the art (i.e., 
it is not to be limited to a special or customized meaning) and 
includes, without limitation, any combination of alphanu 
meric characters and symbols, including but not limited to 
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numbers 0-9, letters A-Z, letters a-z, non-standard characters 
such as !@#&*, ASCII and non-ASCII characters, and may 
be of varying lengths and requirements. 

Medical information is a broad term and is to be given its 
ordinary and customary meaning to a person of ordinary skill 
in the art (i.e., it is not to be limited to a special or customized 
meaning) and includes, without limitation, images, exams, 
studies, lab results, test results, medical history, payment 
information, billing information, prescriptions and diag 
noses, among other information. 

Medical Data Repository (“MDR”) is a broad term and is to 
be given its ordinary and customary meaning to a person of 
ordinary skill in the art (i.e., it is not to be limited to a special 
or customized meaning) and includes, without limitation, any 
medical data repository, database, or storage media, includ 
ing cloud-based data repositories, which store medical infor 
mation typically controlled by, for example, doctors, clinics, 
hospitals, or third-party imaging centers. 

Medical images is a broad term and is to be given its 
ordinary and customary meaning to a person of ordinary skill 
in the art (i.e., it is not to be limited to a special or customized 
meaning) and includes, without limitation, magnetic reso 
nance imaging, positron emission tomography, photo acous 
tic imaging, therrnography, computed tomography, ultra 
sonography, and angiography among others stored in a digital 
imaging and communications in medicine (“DICOM”) or 
non-DICOM format. These images can represent medical 
information in up to four dimensions, and often require large 
amounts of data storage. 

Portable electronic device is a broad term and is to be given 
its ordinary and customary meaning to a person of ordinary 
skill in the art (i.e., it is not to be limited to a special or 
customized meaning) and includes, without limitation, cell 
phones; smart phones; mobile phones; BlackBerry devices; 
personal digital assistants (PDAs); multimedia electronic 
devices, including for example MP3 players, iPods, iPod 
Touch, or similar device for consuming media content; tablet 
personal computers, including but not limited to tablets like 
iPad, Kindle Fire, Nook Tablet, and any portable device run 
ning a mobile operating system, such as but not limited to 
iOS, Android, and Windows; notebook computers; laptop 
computers; and any type of mobile electronic device in gen 
eral. 

Bar code is a broad term and is to be given its ordinary and 
customary meaning to a person of ordinary skill in the art (i.e., 
it is not to be limited to a special or customized meaning) and 
includes, without limitation, machine-readable bar code, 
radio-frequency identi?cation (“RFID”), quick-response 
(“QR”) codes, or any other form of computer or machine 
readable bar code. 

Scanning software and scanning devices are broad terms 
and are to be given their ordinary and customary meanings to 
a person of ordinary skill in the art (i.e., it is not to be limited 
to a special or customized meaning) and includes, without 
limitation, cameras, scanners, portable electronic devices 
equipped with a camera or scanner, computing systems con 
nected to or with the ability to connect to a camera or scanner, 

computer programs or software modules con?gured to scan, 
read, and/or decrypt a bar code, or any other computing 
device that may be con?gured to scan, read, and/ or decrypt a 
bar code. 

Details regarding several illustrative preferred embodi 
ments for implementing the system and method described 
herein are described below with reference to the ?gures. At 
times, features of certain embodiments are describedbelow in 
accordance with that which will be understood or appreciated 
by a person of ordinary skill in the art to which the system and 

20 

25 

30 

40 

45 

50 

55 

6 
method described herein pertain. For conciseness and read 
ability, such a “person of ordinary skill in the art” is often 
referred to as a “skilled artisan.” 

Various embodiments overcome one or more issues with 

the prior art. Other embodiments may overcome different 
issues with the prior art. For example, some of the embodi 
ments herein provide for seamless access to medical data held 
by MDRs. Other embodiments provide for secure access to 
medical data held by MDRs. Other embodiments provide for 
both seamless and secure access. 

It will be apparent to a skilled artisan, in light of this 
disclosure, that the devices, systems, and methods described 
herein can advantageously be implemented using computer 
software, hardware, ?rmware, or any combination of soft 
ware, hardware, and ?rmware. In one embodiment, the sys 
tem is implemented as a number of software modules that 
comprise computer executable code for performing the func 
tions described herein. In one embodiment, the computer 
executable code is executed on one or more general purpose 
computers. However, a skilled artisan will appreciate, in light 
of this disclosure, that any module that can be implemented 
using software to be executed on a general purpose computer 
can also be implemented using a different combination of 
hardware, software, or ?rmware. For example, such a module 
can be implemented completely in hardware using a combi 
nation of integrated circuits. Alternatively or additionally, 
such a module can be implemented completely or partially 
using specialized computers designed to perform the particu 
lar functions described herein rather than by general purpose 
computers. 
The foregoing and other variations understood by a skilled 

artisan can be made to the embodiments described herein 
without departing from the spirit of that which is disclosed 
herein. With the understanding therefore, that the described 
embodiments are illustrative and that the scope is not limited 
to the described embodiments, certain embodiments are 
described below with reference to the drawings. 
A secure portable reference to individual patient medical 

data provides a compact, secure, seamless method for a per 
son or entity, including patients or doctors, to access online 
personal and medical information. The secure portable refer 
ence may be a data format and network access device embod 

ied in various methods, apparatus, devices, computer read 
able media, or kits. For example, in one embodiment, when a 
patient or doctor requires online access to medical informa 
tion, the MDR provides an encrypted set of data including a 
link URL, an identi?cation number for the patient, a hospital 
identi?er, a timestamp, and records this information into a ?le 
on a portable storage media or device, such as a USB thumb 
drive. The secure portable reference may also be transmitted 
via email to the patient or doctor, for example as an attach 
ment to the email or within the body of the email itself. Also 
included on the portable storage media is a linking modulc 
similar to a web-browser, and a security program that can 
decrypt the reference set of data. The entire set of data on the 
portable storage media is called a secure portable reference. 

The encrypted data is encrypted using a PIN told to or 
selected by the patient, doctor, or MDR. By entering the PIN, 
the security module can decrypt the encrypted portion of the 
secure portable reference and make it accessible by the link 
ing module. 

After decryption, the linking module, which runs on a 
client computer, then opens the link URL in the reference set 
of data, and requests the MDR website or Internet resource 
contained within the URL. The website then authenticates the 
patient or doctor by having the user enter their PIN. If the PIN 
matches the data stored by the MDR, the website allows 
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access to the medical records. The medical records data, 
along with an optional imaging viewing program, are then 
downloaded by the user to the client computer for consump 
tion. The data transferred can be in any format, including 
DICOM images, records, and studies and non-DICOM for 
mats. 
System Overview 

FIG. 1 depicts one embodiment for creating a secure por 
table reference to medical information, wherein a medical 
data provider 103 has a medical data repository (MDR) 104. 
This repository 104 usually consists of multiple PACS, rela 
tional databases, imaging modalities, billing systems, or 
other digital means of storing information, and computer 
processors to manage access to the data. 
When a patient or doctor requests all of a patient’s medical 

information, or a subset thereof, the patient or doctor, user 
106, or MDR, selects a PIN 107 or password (for simplicity, 
called a PIN) which consists of a string of digital characters. 
The PIN 107 is entered into the MDR 104 directly by the user, 
or alternatively entered onto the Portable Storage Media and 
transferred electronically to the MDR 104. The MDR 104 
stores the PIN for future reference. 

In another embodiment, the MDR generates one PIN, and 
the user generates another separate PIN that is not transferred 
to the MDR. The MDR’s PIN is stored inside the encrypted 
information in the secure portable reference, and the user’s 
PIN is never recorded. Instead, the user’s PIN is only used to 
decrypt the information in the secure portable reference. The 
MDR’s PIN that is stored in the secure portable reference is 
used as the PIN to access the network resource. This embodi 
ment enables the user to keep their selected PIN secret from 
the MDR, thus enhancing their security. 

In another embodiment, the MDR may encrypt multiple 
PINs into the secure portable reference. In this embodiment, 
after a ?rst MDR PIN is used to access medical information, 
it is no longer accepted by an MDR, instead a different MDR 
PIN in the reference may be used. In this manner, each PIN 
may only be used once, creating more security and control for 
the MDR. Additionally, multiple MDR PINs encrypted in a 
secure portable reference could also be used to access mul 
tiple network resources, each with a different PIN set by the 
MDR. 

After entering the PIN 107, the MDR 104 sends to a por 
table storage media device 101 in step 102 a secure, portable 
reference to an individual patient medical record called a 
secure portable reference. The communications channel for 
the information exchange between the portable storage media 
device 101 and the MDR 104 can be via computer network, 
such as an 802.11 wireless connection or Ethernet, or via a 
local information exchange interface such as Universal Serial 
Bus or Bluetooth. Any digital communications method can be 
used. 

Portable storage media 101 can be any medium that allows 
a user to transport and access digital information quickly and 
easily. Examples of such media include, for example, a USB 
thumb drive, a ?ash memory card, a CD or DVD-ROM, a cell 
phone or mobile device, a magnetic card strip similar to a 
credit card, and paper printed with a bar code. Similarly, an 
RFID that allows for storage of a secure portable reference 
could also act as portable storage media 101. The media need 
only be able to store and access digital information while 
remaining transportable by a human carrier. 
Example Embodiment of a Secure Portable Reference 
As depicted in FIG. 2, the secure portable reference 105 

itself may be partially encrypted 201 by using the PIN 107 
entered by the user 106. The encryption can be any method of 
two way or symmetric key encryption with a shared secret, 
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including AES, Two?sh, Blow?sh, and 3DES among others. 
A skilled artisan could also use a public/private key encryp 
tion system for the same purpose. The encryption renders any 
loss of the portable storage media 101 harmless unless the 
?nder knows the PIN 107. The encryption can be done by the 
MDR before the information is copied to the portable storage 
media 101. In another embodiment, the encryption is done by 
the portable storage media itself after a user enters the PIN. 
The encrypted information in the secure portable reference 

105 may include a link URL 208, a patient identi?er 207, a 
hospital identi?er 206, a timestamp or date 205, and a counter 
204. In another embodiment, the information is not 
encrypted, and no security module is used. Instead, the secu 
rity mechanism is the PIN recorded on the MDR’s informa 
tion systems that, when sent by the user through the client 
device to the MDR unlocks the requested medical data. 
The link URL 208 is the only required information to exist 

in the secure portable reference 105. It contains the link URL 
208 data string, or other Internet resource identi?er, where the 
patient’s medical information can be found. The link URL 
208 need not point to a resource on the Internet, and may 
disclose only a network resource on a private network. Fur 
ther, the link URL 208 may be implicit, such as only the ID of 
a speci?c patient in the MDR, if combined with a network 
resource already known to the linking module 203. Further, in 
another embodiment, the link URL may include an additional 
PIN that is to be used for interaction with the MDR. In this 
way, there would be two PINs: one to unlock the information 
on the secure portable reference, and another PIN to be given 
to the MDR when access to the medical information is 
requested. The user, doctor, or patient need not know the PIN 
that interacts with the MDR. The MDR may encode it and 
encrypt it without ever notifying the user. In this embodiment, 
the second PIN would be sent when the link URL 208 is 
requested by the client device, enabling the application server 
to skip the PIN request step. 

Further, there may be more than one link URL 208 within 
a portable secure reference. Often patients and doctors must 
access multiple studies from different MDRs. By having a 
plurality of link URLs, each piece of data to be accessed can 
be referenced, even if they are stored in multiple MDRs. 
These link URLs may be processed sequentially or in parallel 
by a client device running the linking module, or in the alter 
native, only process and access a subset of the link URLs 
provided in the secure portable reference. 
The patient identi?er 207 is a unique identi?er representing 

a speci?c patient in the MDR. This could include a social 
security number, driver license number, or a uniquely 
assigned string of characters by the MDR 104. The actual 
identi?er used is not limiting so long as it is unique. Further, 
any patient identi?er could be included in a unique link URL 
208, and need not be provided in the secure portable refer 
ence. Additionally, the MDR 1 04 need not provide the patient 
identi?er 207, nor must it be unique to the MDR 104. For 
example, a group of af?liated MDRs may share the same 
patient identi?ers 207, so long as they are unique between 
patients. Alternatively, the patient identi?er 207 can specify a 
unique study or exam, or portion of a patient’s medical data 
instead of a patient. In this case, the MDR would return only 
that portion of medical data corresponding to the identi?er. 

Similar to the patient identi?er 207, the hospital identi?er 
206 is an optional identi?er that uniquely identi?es a hospital 
or MDR where the data is stored. The hospital identi?er 206 
may be implied as a part of link URL 208 and need not be 
encrypted separately or included in the secure portable refer 
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ence, so long as the link URL identi?es from which MDR 104 
or speci?c server within an MDR 104 the patients’ medical 
information can be obtained. 
A timestamp 205 may be part of the secure portable refer 

ence 105. It contains either the time that the secure portable 
reference 105 was transferred to the portable storage media 
101, the date the secure portable reference was last used, or 
the date the secure portable reference 105 will expire. Alter 
natively, the secure portable reference 1 05 could contain mul 
tiple time stamps or no time stamps depending on whether the 
embodiment expires secure portable references based on 
time. A timestamp can consist of a date, date and time, or time 
period recognized in any standard time format such as ISO 
8601 or UTC. This ?eld can be updated or created by the 
security module 202 each time the link URL is used to access 
medical data. 
An integer counter 204 can also be included to store the 

number of times access to medical data with the link URL 208 
has occurred, or the maximum number of times access is 
allowed to occur. This ?eld can be updated or created by the 
security module 202 each time the link URL is used to access 
medical data. 

The security module 202 comprises hardware or software 
program instructions that can decrypt the PIN encrypted 
information 201 for use by the linking module. The person 
accessing the medical records enters the PIN into the security 
module for decryption. 

The linking module 203 consists of software that either 
opens up a web browser (such as, for example, Internet 
Explorer, Firefox, Safari, or Google Chrome) or other net 
work resource consuming application that already exists on a 
client computer, or comprises a browsing application itself. 
The linking module instructs the browsing application to 
access the link URL 208. The linking module may also 
already contain a custom URL that corresponds to the MDR 
supplying the medical record. In this case, the linking module 
203 need only use the link URL 208 to identify the speci?c 
patient, record, or images to be accessed, instead of the net 
work resource location to be accessed. 
Example Scenario of Use of Secure Portable Reference 
One example scenario will now be discussed with respect 

to FIG. 3, which shows a sample embodiment for using a 
secure portable reference. 
As depicted in FIG. 3, the secure portable reference inter 

acts with a client device 301. The client device can be a 
portable electronic device, mobile phone, laptop, desktop 
computer, server, kiosk among other computing devices. The 
client device may have a computer processor 304, a display 
device 303, a network resource browser 302, and an interface 
to read from the portable storage media. Alternatively, the 
browser may be supplied by the linking module 203. Further, 
the client device 301 may be connected to, or have the ability 
to connect to, a computer network such as the Internet, or a 
private computer network. The secure portable reference is 
readable by the client device 301 via any wireless or wired 
communication including USB, Bluetooth, 802.1 1, Ethernet, 
or any other data communications method such as a magnetic 
card reader or an RFID scanner. The client device runs the 
security 202 and linking modules 203 on the secure portable 
reference 105, or alternatively uses encryption and linking 
software already available in its local storage. The client 
device 301 communicates via the network 316 to the MDR’s 
104 application server 315. In other embodiments, the client 
device may communicate directly with the MDR’s 104 data 
base server 309. 

The application server 315 is controlled by the MDR 104, 
or any other entity af?liated with the MDR 104. It contains a 
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processor 310 for running program instructions, a database 
311 to temporarily store information from the database server 
309, a display 312 to con?gure the application server by 
administrators, a security module 313 for authenticating and 
authorizing the secure portable reference, and a medical data 
viewing program 314. Only the processor 310 and security 
module 313 are necessary components for the application 
server 315 to carry out its desired function, and the security 
module may be move to or combined with any system in the 
MDR that carries out the security function. 
The database server 309 is controlled by the MDR 104, or 

any other entity af?liated with the MDR 104. It contains the 
medical images 306, patient records 308, patient studies 307, 
or any other medical information that is to be accessed by the 
user. The database server 309 and application server 315 may 
be running on the same computer or hardware. The database 
server 309 provides the application server 315 with the medi 
cal information to be sent back to the client device 301. 
The communication between the client device 301, appli 

cation server 315, or database server 309, may be performed 
using the HTTP protocol, or any variety of other networking 
protocols including encryption, such as ebMS OASIS/ 
ebXML, HTTPS, TCP, IP, CDA HL7, MIME, SMTP, MIME 
Multipart/ Related Content-type, SQL, HL7 Version 2.5, HL7 
Version 2.3.1. It may also include any local bus protocols if 
the database and application servers are functioning on the 
same computer system. The network communications 
between servers and devices can be encrypted using a proto 
col such as SSL, TLS, or any VPN technology that provides 
for con?dentiality. 
Accessing Medical Information Using the Secure Portable 
Reference 

FIG. 4 illustrates an embodiment of a ?owchart showing 
one method (for example, a computer implemented method) 
of using a secure portable reference to access medical infor 
mation. 
As depicted in FIG. 4, a user 106 can access the medical 

information by sending the information stored on the portable 
storage reference 105 with the PIN 107 to the client device 
301. One way this can occur is by reading the portable storage 
media 101. The client device authenticates the PIN by 
decrypting the reference information 412. After decrypting 
the link URL 208, client device 301 accesses the network 
location indicated by the link URL, and sends a medical data 
request 407 to the application server 315. During this step, the 
application server 315 and the client device 301 may negoti 
ate SSL or TLS, or some other con?dentiality protocol. The 
application server 315 sends back an authentication challenge 
406 to the client device. This challenge 406 can consist of a 
web page requiring the PIN to be entered such as depicted in 
FIG. 9. It could also be a public/private key encryption chal 
lenge exchange. The client device 301 sends back the authen 
tication response 405 to the application server 315. In the 
current embodiment, the request 409 is forwarded by the 
application server 315 to the database server 309 along with 
the PIN for authentication and authorization 411. If autho 
rized, the database server 309 sends back to the application 
server 315 the requested medical data 408. In another 
embodiment, the application server 315 does the authentica 
tion and authorization by comparing the PIN to data in an 
internal user database. In yet another embodiment, the appli 
cation server 315 and the database server 309 are the same 
system, and only internal non-network communication is 
required. Finally, the application server 315 send back the 
medical data 404 to the client device 301. Optionally, a viewer 
program 404 that the client device can execute can be sent so 
that the client device can display and interact with the medical 
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data. In another embodiment, the database server 309 can 
send the medical data or viewer directly to the client device 
309. At this point, the medical data requestor, such as a doctor, 
has access to the medical information and can correctly carry 
out their job function such as performing an exam of the 
medical images. The con?dentiality, authentication, and 
authorization measures explained above work to satisfy the 
technical security measures 401 required by many MDRs. 
These steps, or any subset thereof, can be repeated, or run in 
parallel, to access multiple link URLs that are present in a 
secure portable reference. 
Using the Secure Portable Reference on a Client Device 

FIG. 5 illustrates an embodiment comprising a method (for 
example, a computer implemented method) of using the 
secure portable reference on a client device to securely 
request and access medical information. 

FIG. 5 represents a method taken by a client device when 
attempting to access medical data referred to by the secure 
portable reference. First, in one embodiment, the client 
device receives the secure portable reference 501. In another 
embodiment, the portable storage media 101 can be read 
directly by the client device’s processor 105 and there is no 
need for a transfer to occur. Access is readily available to it 
using local computer data access interfaces. In yet another 
embodiment, the portable storage media 101 can act as the 
client device, such as with a smartphone. 

The client device’s processor then loads the security mod 
ule and requests the user’s PIN 502. After the PIN has been 
received by the client device, the security module running on 
the client device authenticates the PIN 503. Any method of 
authenticating the PIN can be used. For example, one 
embodiment would attempt decryption of the reference 105. 
If the reference is successfully decrypted using the PIN, then 
the PIN has been authenticated. In another embodiment, the 
PIN would be scrambled using a hashing algorithm (such as 
SHA or MD5) and stored in the unencrypted area of the 
secure portable reference 105. Only by hashing the user 
entered PIN and comparing the hashed values would authen 
tication take place. If the PIN is correct and authenticated 510, 
the security module running on the client device decrypts 504 
the encrypted portion of the secure portable reference 105. 

The linking module is then loaded 505 into the client 
device’s processor for execution. The actual order of the 
loading of the security and linking modules can take place in 
any order, and occur at any time prior to their needed execu 
tion. The client device 301 sends 505 a secure request for the 
medical reference URL to the application server. The security 
of the request can be provided by any of the methods dis 
cussed above under FIG. 4. The client device 301 then 
receives an authentication challenge from the application 
server 506, and responds to the application server 507. The 
method of the challenge and response can occur in any of the 
ways discussed above. The client device 301 then receives the 
patient’s medical information and optional viewing program 
508 from the application server. The client device 301 can 
then view the medical data and DICOM or non-DICOM 
images, and assist the patient in viewing their information. 
Alternatively, a doctor or medical personal can use the medi 
cal data through the viewer to make a diagnosis for the patient 
or outside referring hospital. 
Using the Secure Portable Reference on an Application 
Server 

FIG. 6 illustrates an embodiment comprising a method (for 
example, a computer implemented method) of using the 
secure portable reference at an application server to securely 
retrieve and send medical information. 
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FIG. 6 represents a method taken by an application server 

315 when responding to requests for medical data originating 
from a secure portable reference 105. First, the application 
server 315 receives a request from a client device 301 for 
speci?c medical data 601. The application server sends an 
authentication request to the client device 602. This can be as 
simple as sending an HTML web page over HTTP protocol 
requesting the PIN 107 corresponding to the secure portable 
reference 105 as shown in FIG. 9. In other embodiments, the 
authentication request can occur using any of the security 
schemes discussed above, including TLS, SSL, private/public 
key encryption, encrypting a challenge phrase that is 
decrypted with the PIN 107, or any method suitable for 
authentication based on a shared secret. The application 
server 315 then receives a response from the client device 
603, and authenticates the response. In one embodiment, the 
PIN 107 recorded by the MDR 104 and associated with the 
secure portable reference 105 is compared to the supplied 
PIN. If the PINs match, the user and the request are authen 
ticated. In any embodiment, if the PIN is correct, as deter 
mined by the authentication mechanism, and the user of the 
secure portable reference is authenticated, the application 
server 315 sends a request to the database server 309 for the 
medical information 605. In other embodiments, the applica 
tion server may not authenticate the secure portable reference 
itself, and instead hand off the PIN or authentication infor 
mation to the database server 309 to perform the authentica 
tion. The application server 315 then receives the patient 
medical information from the database 606, and sends the 
patient medical information along with a viewer to view the 
medical information and medical images 607. In another 
embodiment, the patient medical information or viewer is 
sent directly from the database server 309 to the client device 
301. 
Using the Secure Portable Reference on a Database Server 

FIG. 7 illustrates an embodiment comprising a method (for 
example, a computer implemented method) of using the 
secure portable reference at a database server to respond to 
requests for medical information. 

FIG. 7 represents a method taken by the database server 
309 when responding to requests for medical data and medi 
cal images. The database server receives a request from the 
application server for patient medical information 701. This 
request includes any authentication information necessary if 
the database server is to do the authentication of the request. 
The database server 315 then authenticates the request 702. In 
another embodiment, the database server does not authenti 
cate the request because the application server has authenti 
cated the request instead, or the request comes from a trusted 
source. If the request is authenticated and the PIN is correct 
708, the request is then authorized 703. In this step, the 
database server determines if the secure portable reference 
identi?ed in the authentication is allowed to access the 
desired medical information. Any method of authorization 
can be used. 

In one embodiment, to determine authorization, the data 
base stores a cross-reference of medical records, images, and 
data with a patient ID. Only if the patient ID in the secure 
portable reference 105 that was authenticated is cross refer 
enced with the desired medical record, data or image in the 
database is the request considered to be authorized 709. If the 
request is authorized, the database server accesses the 
requested medical information 704, decrypts the medical 
information 705 if necessary based on the PIN provided by 
the request or another key associated with the data to be 
decrypted, and sends the information back to the application 
server 706. The decryption can be done using any symmetric 
















